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How-to manage User accounts for System Administrators.  
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1 Overview 

User access to the Status Reporting Tool (SRT) data via the 

application is the responsibility of those users granted ñAdminò status 

by the System Administrator (SA). The SA receives their access at the 

time of install, but they could later lose that access if an Application 

Admin (AA) were to deactivate their account or revoke their privilege. 

We recommend at least two Admins for each installation. This 

facilitates the managerment of user requests for such things as address 

changes or personnel moves. This is also good practice to ensure the 

companyôs data is protected at all times. Itôs not unheard of for the 

Human Resources (HR) department to be AAôs in the SRT. 

You may note that weôve been careful to say ñApplicationò Admins. 

These are not the same as System Administrators (the SAôs). An AA is 

granted ñAdmin privilegesò initially by virtue of an SA checking that 

attribute in their account or later by another AA doing so. The 

distinction between SAôs and AAôs is that the SAôs have the 

password(s) to the data and the environment. An AAôs privilege, as 

youôll see in Roles below, is to manage user accounts. 

1.1 Roles 

There are four ñinternalò roles in the SRT. (SAôs are considered to be 

external because theyôre not required to login to do their work.) These 

roles are summarized in the table below. 

Role Granted By Privileges 

System 

Administrator (SA)  

Company Installs and 

configures the 

application and 

manages user 

accounts 

Application 

Administrator  

SA or AA Manage user accounts 

(create, deactivate, 

update) 

Manager AA at direction of the 

company 

Can see reports for 

users who are not 

only in a group they 

belong to, but those 

users who report 
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directly to them 

End-user Active user account Enter and view 

reports. Report 

content is restricted 

as shown in table 1-2 

below. 

Read-only Active user account 

flagged as read-only 

Can only view 

restricted reports as 

show in table 1-2 

below. 

Table 1.1 Status Reporting Tool Roles 

1.1.1 System Administrator 

The System Administrator (SA) has control over web application and 

database servers and thus has the ability to install the components of 

the Status Reporting Tool. The SA may or may not be an Application 

Administrator (AA) at the discretion of the company. 

1.1.2 Application Administrator 

An AA has the Options and Users menu option under their Setup 

menu. This is the only privilege the AA role grants to a user. All other 

menu options are unavailable. 

1.1.3 Manager 

Any end-user who is designated as the manager of another in the user 

accounts (see Adding Users below) should be granted the Manager 

role and users who report to them should have this person designated 

as their Manager in their account profile. There are other ñmanagersò 

with no users reporting directly to them (for purposes of this 

application). These may be Program or Project Managers who require 

the ability to group team members together and create templates. 

Due to matrixing, an employee can belong to many project managers 

that their personal manager may not see reports from (because the 

personal manager does not belong to the group). Because the personal 

manager is responsible for performance appraisals, they are granted 

the privilege of seeing all reports for users who report to them without 

having to belong to each group. 

1.1.4 End-user 
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End-users have the privilege to see reports of any member of their 

group. If an end-user belongs to five groups, they are privileged to see 

the reports of each member of those five groups. They may not, 

however, see the performance statistics or annual report of another 

end-user. 

1.1.5 Read-only 

Read-only accounts are flagged as such by an AA. These are typically 

groups of external users, such as customers, with a need and a right to 

know. For example, ñProduct Ownersò could be one account given out 

to all customers of a project to allow them to view progress through 

status reports. A read-only account, added to a Group, provides the 

access rights to see the reports of members of that group. 

1.2 Access Rights 

The five roles above are used to determine the access rights to see data 

in the SRT. Each role is limited not only to what it can access in the 

menus, but also to what data will be displayed in the reports. The 

Access Rights in the SRT are show in Table 1.2. Note that the AA 

Role is not presented here. An AAôs privilege extends only to 

managering user accounts. 

Menu Item Read-only Role End-user Role Manager Role 

Annual Report No Access Theirs only Group Members 

and Users 

Ad-hoc 

Reports 

Only Group 

Members 

Only Group 

Members 

Group Members 

and Managerôs 

Users 

Compliance 

Report 

No Access Only Group 

Members 

Group Members 

and Managerôs 

Users 

Comparison 

Report 

No Access No Access Group Members 

and Managerôs 

Users 

Frequency 

Report 

No Access Theirs Only Group Members 

and Managerôs 

Users 

Individualôs 

Reports 

Only Group 

Members 

Only Group 

Members 

Group Members 

and Managerôs 

Users 

Previous 

Reports 

Only Group 

Members 

Only Group 

Members 

Group 

Members and 

Managerôs 

Users 
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Search Only Group 

Members 

Only Group 

Members 

Group 

Members and 

Managerôs 

Users 

Totals Report No Access Theirs Only Group 

Members and 

Managerôs 

Users 

Notes: 

1. A read-only user does not show up in any selection list for a 

report regardless of the current role. 

2. A read-only user does not see any performance (e.g. 

comparison) reports in their menu options. 

3. Users see only their performance statistics. 

4. AAôs are no more than users; they cannot see more than they 
would be privileged to see as a Manager or End-user. 

Table 1.2 The access privileges are determined by the user's role. 

If you havenôt already, you may wish to select ñOptionsò from the 

ñSetupò menu and select the ñskinò of your choice for your application 

background. This is covered in more detail in the Userôs Guide. 
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2 User Accounts 

Before you begin adding users, please ensure you have a good 

understanding of Section 1. In particular, you should know the four 

roles a user may be granted by an AA and the access that comes with 

each. 

In the SRT, users may report to only one manager, but they may 

belong to many groups. The userôs manager is assigned via their 

account profile. The organizational hierarchy is maintained via the 

relationship of users to managers as shown in figure 2.1 

 

Figure 2.1 The Organizational Hierarchy 

2.1 Adding Users 

AAôs are the only group of users whose role allows them to see the 

menu item ñUsersò under ñSetupò. Selecting this menu item will 

present you with the screen in figure 2.2. Initially, this will only be 

populated with the SA information entered at the time of installation. 

To add a new user, click the ñAdd a new userò hyperlink. 
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Figure 2.2 Initial user list with System Administrator (SA)  

Clicking the ñAdd a new userò hyperlink will present you with the 

page shown in figure 2.3. 

 

Figure 2.3 The user account profile. 
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2.1.1 Active Checkbox 

For a user to access the SRT, they must have an active account. If you 

deselect the Active checkbox and the user attempts to log in, they will 

be denied access. Their reports, however, will continue to be available 

to other group members and their manager. 

2.1.2 Role 

You may grant a user one of four roles: Admin, Manager, Read-only, 

or User. Each of these roles were explained in Table 1.1 and the 

privileges of each were detailed in Table 1.2 above. 

2.1.3  Personal Details 

The first and last name will be used to calculate the appearance of 

names in dropdown lists and reports. This is only important for Read-

only users when you go to add them to a group later. For example, a 

read-only account for all external stakeholders of Project xyz could be 

entered a number of ways: 

First Name Last Name Calculated Name 

Stakeholders Projectxyz Projectxyz, Stakeholders 

Projectxyz Stakeholders Stakeholders, Projectxyz 

Projectxyz External Stakeholders External Stakeholders, 

Projectxyz 
Table 2.1 Calculating a user's name. 

Middle initials or middle names can differentiate users with the same 

first and last name. The uniqueness of the user account is derived from 

the login name. No two users of the same company may have the same 

login. 

AAôs set the initial password for a user. Each user should reset their 

password at their first login. They can do this through the ñOptionsò 

page under the ñSetupò menu. This is detailed in the Userôs Guide. 

2.1.4 Manager 

As users are added to the system, they become available for 

designation as a new userôs manager. Thus, you may wish to start ñat 

the topò to avoid updating user accounts with their respective manager 

later on. Recall that when you designate a user as the manager for 

someone else, youôre granting the manager the privilege to see all 

reports for that user. 

2.1.5 Email Report 



User Accounts  

 Status Reporting Tool Administratorôs Guide 2.4 

Some users like to have a personal copy of each report. The email 

options allow you to accomplish this automatically. The user may 

request the report for their use only or they may designate a comma 

delimited list of other email addresses to cc with the report. The user 

does not have to designate that the report be sent at the close of a 

period- they may choose any day of the week at any given time. 

This feature will only work properly if the SA has configured the 

email_en_US.properties and jsr_quartz.properties correctly. If users 

are not receiving their reports, first check the above property files, then 

check the user account settings. 

2.2 Updating Users 

To update a user, select ñUsersò from the ñSetupò menu. This will 

present you with the page in figure 2.2 above. 

 

Figure 2.4 The user details presented for editing. Note that the password is not a 

required field. 
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From the list of users, click on the name of the user you wish to edit. 

This will present you with their details as shown in Figure 2.4. 

Note that the userôs password is blanked out and it is not a required 

field at the time of an edit. If you do include a password when 

submitting changes, it will overwrite the existing password. 

Changing a userôs manager will have no affect on the reports a user is 

required to fill out as these are controlled by Groups (see the Setup 

Guide). It will, however, change what the manager can see. The old 

manager will no longer see any reports for this user (unless they also 

belong to a group the user belongs to) and the new manager will see all 

reports, including historical reports. 

2.2.1 Deactivating User Access 

The quickest way to stop a userôs access to the SRT is to deactivate 

their account. Follow the steps to edit their account in section 2.2 

above. Then, deselect the Active checkbox and submit your changes. 

 

Figure 2.5 Deactivating a user's account. 

The user will no longer be able to log in, but all their reports will 

continue to be available to other group members and the user 

designated as their manager. 


